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DETAILED ACTION 

1. Applicants amendment filed on October 17, 2005 has been entered. 
Claims 1-18 are pending. Claims 1-5,8-16, and 18 are also amended by the applicant. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-18 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Helbig, Sr. (US 5,841,868), and further in view of McNabb et al (US 6,289,462 
B1). 

a. Referring to claim 1: 
i. Helbig teaches: 

(1) an assessor computing device (i.e., trusted computing 
system) receiving via the network [i.e., Helbig's invention relates to computer 
systems, and more particularly to stand-alone computers or to local networks of 
computers (column 1, lines 3-5 of Helbig)] a report from, and pertaining to the 
trustworthiness of, a first computing device, and the assessor computing device 
updating via the network the trust policy of a second computing device in accordance 
with the report [i.e., a trusted computing system according to the invention 
includes a general-purpose computing apparatus with a keyboard port adapted to 
be coupled to a keyboard, and which is responsive to signals applied to the 
keyboard port to perform its function. The system also includes a keyboard with 
a plurality of keys and an output port, for generating keyboard signals 
representing keystrokes at the output port of the keyboard. A dumb card reader 
is coupled to the output port of the keyboard and to the keyboard port of the 
computing apparatus. The dumb card reader is adapted for coupling a removable 
access control card to the keyboard output port and to the keyboard port of the 
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computing apparatus, and in one embodiment of the invention is also arranged 
for powering the access control card. The system according to the invention also 
includes a plurality of removable access cards adapted to be coupled to the 
dumb reader. Each of the access cards includes memory adapted for storing 
personal identification information such as a personal identification number of 
the authorized user to whom the card is issued. Within the card, a comparator is 
coupled to the memory, for, in a first mode of operation, comparing the keyboard 
signals with the personal identification information stored in the card memory, 
and for, when the comparator matches the keyboard signals with the personal 
identification information, switching to a second mode of operation, and for, in 
the second mode of operation, coupling the keyboard signals to the keyboard 
port of the computing apparatus. The system is secure, even against an 
unauthorized person who gains control of an access card, because no keyboard 
signals reach the computer itself until the personal information is verified by the 
card. Only an access card, together with knowledge about the information stored 
in the card's memory, can provide access (column 2, lines 28-60 and Figure 1)]. 

ii. Although Helbig teaches a trusted computing system as 
shown in Figure 1, Helbig is silent about receiving the report from the authorized card 
users. On the other hand, McNabb teaches: 

(1 ) A set of records that collectively provide documentary 
evidence of processing. The audit trail enables tracing of events forward from the 
original transactions to related records and reports, and backward from records and 
reports to their component source transactions (column 7, lines 29-33 of McNabb). For 
example, a user initiating a print request from a database application would initially be 
permitted access to only that portion of the database that the user is permitted to view 
based on their role. Each row of a database table may have an extended attribute 
reflecting the authorization level or role that is required to view that record. This may be 
defined at the row insertion point where the default permission for the row corresponds 
to the level of the user that inserted the row. In this manner, the report would determine 
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the role of the user to determine the level of the records that may be retrieved (column 
18, lines 52-62 of McNabb). 

iii. It would have been obvious to a person having ordinary skill 
in the art at the time the invention was made to: 

(1) have combined the teaching of McNabb into Helbig's 
system in which security against unauthorized access is provided (column 1, lines 5-6 
of Helbig). 

iv. The ordinary skilled person would have been motivated to: 
(1) have combined the teaching of McNabb into Helbig's 

system wherein to such a system having security features for enabling control over 
access to data retained in such a system. 

b. Referring to claim 2: 

i. McNabb further teaches: 

(1) wherein the assessor computing device (i.e., trusted 
computing system) updates via the network [i.e., Helbig's invention relates to 
computer systems, and more particularly to stand-alone computers or to local 
networks of computers (column 1, lines 3-5 of Helbig)] the trust policies of multiple 
computing devices in accordance with the report [i.e., referring to Figure 4, the 
security attributes of the process and file are already established. In addition, 
managers seeking to upgrade security on their systems are thus often forced to 
rely on vendor claims of security performance. As new software emerges and 
inevitable upgrades to existing software pour in, IS professionals typically 
assume that the vendors have a vested interest in the security of their products. 
Given the potential implications of security system failure, it is critical that 
managers concentrate on security solutions that have undergone independent 
evaluation, testing, and certification (column 3, lines 64-67 through column 4, 
lines 1-5)]. 

c. Referring to claims 3-8. 12-14: 

i. These claims have limitations that is similar to those of claim 
2, thus they are rejected with the same rationale applied against claim 2 above. 
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d. Referring to claims 9-11: 

i. These claims have limitations that is similar to those of 
claims 1-4, thus they are rejected with the same rationale applied against claims 1-4 
above. 

e. Referring to claim 15: 

i. McNabb further teaches: 

(1) a requestor, for requesting the report from the first 
computing device [i.e., referring to Figure 1, element 6]. 

f. Referring to claim 16: 

i. Helbig teaches: 

(1 ) a receiver for receiving via the network [i.e., Helbig's 
invention relates to computer systems, and more particularly to stand-alone 
computers or to local networks of computers (column 1, lines 3-5 of Helbig)] a 
report from, and pertaining to the trustworthiness of, a first computing device, an 
updater for updating the trust policy of a second computing device in accordance with 
the report, and a transmitter for transmitting the updated policy to the second computing 
device, and the system further comprising first and second computing devices, wherein 
at least the first computing device comprises a reporter for sending via the network a 
trustworthiness report to the assessor computing device and at least the second 
computing device comprises a memory maintaining a trust policy such that the trust 
policy is modifiable by the transmitter [i.e., referring to Figure 2, and further details 
are met on column 3, lines 53-67 through column 4, lines 1-32]. 

ii. Although Helbig teaches a trusted computing system as 
shown in Figure 1 , Helbig is silent about receiving the report from the authorized card 
users. On the other hand, McNabb teaches: 

(1 ) A set of records that collectively provide documentary 
evidence of processing. The audit trail enables tracing of events forward from the 
original transactions to related records and reports, and backward from records and 
reports to their component source transactions (column 7, lines 29-33 of McNabb). For 
example, a user initiating a print request from a database application would initially be 
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permitted access to only that portion of the database that the user is permitted to view 
based on their role. Each row of a database table may have an extended attribute 
reflecting the authorization level or role that is required to view that record. This may be 
defined at the row insertion point where the default permission for the row corresponds 
to the level of the user that inserted the row. In this manner, the report would determine 
the role of the user to determine the level of the records that may be retrieved (column 
18, lines 52-62 of McNabb). 

iii. It would have been obvious to a person having ordinary skill 
in the art at the time the invention was made to: 

(1) have combined the teaching of McNabb into Helbig's 
system in which security against unauthorized access is provided (column 1, lines 5-6 
of Helbig). 

iv. The ordinary skilled person would have been motivated to: 
(1) have combined the teaching of McNabb into Helbig's 

system wherein to such a system having security features for enabling control over 
access to data retained in such a system. 

g. Referring to claim 17: 

i. This claim has limitations that is similar to those of claim 16, 
thus it is rejected with the same rationale applied against claim 16 above. 

h. Referring to claim 18: 

i. This claim has limitations that is similar to those of claim 1 1 , 
thus it is rejected with the same rationale applied against claim 1 1 above. 

Response to Argument 
4. Applicant's arguments filed October 17, 2005 have been fully considered 
but they are not persuasive. 

Applicant argues that: 

There is no suggestion or motivation, either in references themselves or in 
combined references and that the teaching or suggestion to make the claimed 
combination and the reasonable expectation of success must both be found in the prior 
arts. 
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Examiner disagrees with applicant and still maintains that: 
The combination of teachings between Helbig and McNabb teach the 
claimed subject matter. As a matter of fact, Helbig clearly discloses a trusted 
computing system includes a computer, responsive to signals applied to its keyboard 
port. The system includes a keyboard for generating signals representing keystrokes. 
A card reader is coupled to the keyboard and to the computer keyboard port. The card 
reader couples one of a plurality of removable access control cards to the keyboard and 
to the computer keyboard port. Each of the access cards includes memory for storing 
personal identification information of the user to whom the card is issued. Within the 
card, a comparator is coupled to the memory, for, in a first operating mode, comparing 
the keyboard signals with the personal identification information stored in the card 
memory, and for, when the comparator matches the keyboard signals with the personal 
identification information, switching to a second operating mode, in which it couples the 
keyboard to the keyboard port of the computer. The system is secure, even against an 
unauthorized person controlling an access card, because no keyboard signals reach the 
computer itself until the personal information is verified by the card. Only an access 
card, together with knowledge about the information stored in its memory, can provide 
access. The information cannot be retrieved from the card itself. The invention 
provides positive separation of the user's private information from the computer, and 
does not allow this user to gain access to the computer software unless the private sign- 
on information is provided during the start-up process (see Helbig's abstract). In 
addition, McNabb teaches a system and method for providing a trusted server which 
controls access to the execution of processes by applying file level extended sensitivity 
label attributes. The attributes are utilized to restrict execution of processes that are 
requested by comparing the extended attributes in addition to using standard file 
permission authorization. The system additionally may be used to provide controlled 
execution of commercially available software (see McNabb's abstract). Although Helbig 
teaches a trusted computing system as shown in Figure 1, Helbig is silent about 
receiving the report from the authorized card users. On the other hand, McNabb 
teaches a set of records that collectively provide documentary evidence of processing. 
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The audit trail enables tracing of events forward from the original transactions to related 
records and reports, and backward from records and reports to their component source 
transactions (column 7, lines 29-33 of McNabb). For example, a user initiating a print 
request from a database application would initially be permitted access to only that 
portion of the database that the user is permitted to view based on their role. Each row 
of a database table may have an extended attribute reflecting the authorization level or 
role that is required to view that record. This may be defined at the row insertion point 
where the default permission for the row corresponds to the level of the user that 
inserted the row. In this manner, the report would determine the role of the user to 
determine the level of the records that may be retrieved (column 18, lines 52-62 of 
McNabb). 

In response to applicant's argument that there is no suggestion to combine 
the references, the examiner recognizes that obviousness can only be established by 
combining or modifying the teachings of the prior art to produce the claimed invention 
where there is some teaching, suggestion, or motivation to do so found either in the 
references themselves or in the knowledge generally available to one of ordinary skill in 
the art. See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988)and In re 
Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992). In this case, the combination 
of teachings between Helbig and McNabb is sufficient. 

Helbig and McNabb do not need to disclose anything over and above the 
invention as claimed in order to render it unpatentable or anticipate. A recitation of the 
intended use of the claimed invention must result in a structural difference between the 
claimed invention and the prior art in order to patentably distinguish the claimed 
invention from the prior art. If the prior art structure is capable of performing the 
intended use, then it meets the claimed limitations. 

For the above reasons, it is believed that the rejections should be 

sustained. 

Conclusion 

5. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 
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A shortened statutory period for reply to this final action is set to 
expire THREE MONTHS from the mailing date of this action. In the event a first reply is 
filed within TWO MONTHS of the mailing date of this final action and the advisory action 
is not mailed until after the end of the THREE-MONTH shortened statutory period, then 
the shortened statutory period will expire on the date the advisory action is mailed, and 
any extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date 
of the advisory action. In no event, however, will the statutory period for reply expire 
later than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Thanhnga (Tanya) Truong 
whose telephone number is 571-272-3858. 

If attempts to reach the examiner by telephone are unsuccessful, 
the examiner's supervisor, Kim Vu can be reached at 571-272-3859. The fax and 
phone numbers for the organization where this application or proceeding is assigned is 
571-273-8300. 

Any inquiry of a general nature or relating to the status of this 
application or proceeding should be directed to the receptionist whose telephone 
number is 571-272-2100. 



TBT 

December 30, 2005 




